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NOTE: Paladin Risk Solutions is now utilizing a secure cloud application to provide multiple layers of protection on the web and prevent exposure of 
open source intelligence gathering and dark web investigations. This software enables research teams to maximize security, accelerate intelligence 
gathering and analysis, streamline network operations, and ensure full control and auditability of all research activity.  

 

DISCLAIMER 

This report is confidential and is intended to be used solely by the client for whom this report was prepared and to whom it is addressed for information 
purposes only and for no other purpose, except as may be expressly stated herein. This report may not be copied, reproduced, disseminated, distributed or 
otherwise made available to any third party, in whole or in part, without the express written consent of Paladin Risk Solutions Inc. which consent may be 
withheld for any reason. In preparing this report, Paladin Risk Solutions Inc. has used its professional care and diligence and has endeavored to include in this 
report and to base its analysis upon information that it believes to be relevant to the purposes of this report; however, no representation or warranty, express 
or implied, is made by Paladin Risk Solutions Inc. as to the accuracy or completeness of the information included in this report.  
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2. INSIGHT and SITUATIONAL AWARENESS Click here to access previous featured reports 
 
Vaccine. Although experts have promised a vaccine as soon as November, expectations may not reflect reality. 
Clinical trials of vaccines are seeing difficulties, including pauses due to safety concerns which investigation, and 
a slow rate of infection amongst participants in some trials. This suggests that the FDA may be slow in approving 
vaccines due to the limited safety and efficacy data for them. Pfizer, whose vaccine is currently in the most 
advanced clinical trials, advised this week that the Phase 3 clinical trial analysis has not occurred due to not having 
enough infections for trial participants, enough data to analyze whether those who received the vaccine have a 
lower infection rate than those who received the placebo. There are currently five Phase 3 trials occurring in the 
USA that require data from more than just a few hundred people. Early indications suggest the vaccine does 
activate production of antibodies against COVID-19; therefore, further data from more individuals is required to 
ensure its efficacy. Pfizer originally suggested September as the month when efficacy analysis would be released, 
which was subsequently pushed to the end of October. Currently, it is advising that FDA emergency approval may 
occur in mid November. Experts have suggested the vaccine would be available by the USA election, but it is now 
believed that spring may be a more realistic date to vaccinate, at least those who are most vulnerable.  

Cyber Crime. According to the RCMP, Canadians have lost over $37 million from online crime this year, with the 
Canadian Anti-Fraud Centre receiving 150,000 complaints, and identifying about 8,000 victims. Cyber experts are 
reporting that cybercrime is more successful than it has even been. Most scams are email, internet or social media 
fraud related, and encompass various sectors; ransomware, loan approval, pet adoption scams, cat phishing, 
extortion, vacation rental scams, and more. Officials are blaming COVID-19 for making cybercriminals more 
aggressive, with much online fraud occurring overseas, where lockdown measures and economic factors have a 
stronger effect on citizens who turn to other crime to stay financially afloat as well as possibly acting from sheer 
boredom. Since COVID-19, much more business is conducted online instead of in-person. People are working from 
home and utilizing less safe email platforms such as Gmail and Hotmail. Many restaurants and retailers have 
moved to conducting more business online, online teleconferencing platforms use is at an all time high, and in-
person banking activities have reduced showcasing how people are relying on the internet for much of their 
activities and subsequently growing the environment in which cybercriminals conduct their activities.   

Phishing scams which involve emails that appear to come from a legitimate source, but are actually scams, account 
for many the fraud activities online. Scammers may try to gain personal information from an individual to hack 
into their accounts or may fool individuals into downloading a program which contains malware or ransomware. 
Extortion is also increasing. Scammers may contact individuals stating they have a video or photograph of the 
individual participating in a sexual or illicit act, and demand money so the criminal does not release the 
information to the family members of the victim. Additionally, scammers may try to use previously hacked 
credentials located on the dark web and then making individuals believe they have access to their accounts. 
However, the breached information is usually old and unless one uses duplicate passwords on other platforms, 
there is nothing the scammer can do with the breached information. As victims are unaware of these limitations, 
they tend to pay from fear of information being released. The pandemic has also allowed cybercriminals to use 
COVID-19 as a ruse with some individuals report receiving text messages which advise they are COVID-19 positive 
and include links to a website where fake COVID-19 products are sold.  

https://paladinrisksolutions.com/featured-reports/
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Cybercriminals are not only attacking individuals but are also trying to cause havoc on governments and 
infrastructure. The FBI has recently released an advisory on Russian hackers who are targeting USA hospitals and 
healthcare organizations. A number of hospitals have been under attack in recent days. The hackers use a TrickBot 
network of computers which are infected, penetrating the organizations and their networks. The TrickBot 
malware conducts credential harvesting, mail exfiltration, and crypto mining. The malware then deploys a 
ransomware, known as Ryuk, compromising the network, and requesting money in exchange for its return. 
Surprisingly, hackers have seemed to stay away from hospital attacks, but this specific group is reported to be 
brazen and aggressive, with some advising they may account for the “most significant security threat ever seen in 
the USA”. 

Microsoft has taken down an extensive network associated with TrickBot malware, shutting down almost all of 
the 69 command and control servers used by the group. The hackers set up another 59 servers, which saw all but 
one taken down. Additionally, Microsoft advised it protected the USA election system from a “crippling” 
ransomware attack. By doing so, Microsoft stopped researchers from understanding how the group works, 
allowing the group to come up with new and creative ways to commit cybercrime without being caught or 
detected. Hackers have now turned to targeting other types of online devices, including routers and other 
equipment containing a connection to the internet, known as the Internet-of-Things (IoT)devices, such as wi-fi 
enabled cameras or even doorbells.  

Businesses should educate their employees about suspicious online behavior, including phishing scams, and how 
to safeguard themselves by checking logs and installing patches. Forcing employees to have lengthy passwords 
that are changed frequently is another measure that should be implemented. It is also recommended that no 
ransom should be paid for Ransomware attacks as it does not guarantee the recovery of the files and network. 
Paying the ransom may reinforce and exacerbate cybercriminal actions, inviting them to cause more ransomware 
attacks. Instead, businesses should regularly backup data offline and in an encrypted format, and implement a 
recovery plan to maintain multiple copies or proprietary data in a physically separate and secure location. Some 
businesses have gone as far as send their own phishing like emails to their employees in an effort to see whether 
they can be compromised.  

Individuals should also practice watchful online behavior at home and in their personal lives. This includes not 
clicking on emails that they were not expecting or do not recognize, making sure that programs are up to date to 
ensure all security patches are fixed, using anti-virus software, limiting the amount of personal information shared 
online, and utilizing strong and long passwords which include letters, upper case letters, numbers and symbols. 
Additional tips include utilizing different email addresses for various accounts, including separate addresses for 
newsletters, retail or food accounts, and personal accounts such as government accounts (CRA) or their financial 
institution. Cybercriminals are often only successful by socially engineering their attacks. With the correct 
information most people can secure their online presence, unless a breach occurs within an organization which 
loses their information. It is recommended to reduce signups for new accounts and to utilize the internet with 
caution. 
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3. COVID-19 IN CANADA  

   
Source: https://www.canada.ca/en/public-health/services/diseases/2019-novel-coronavirus-infection.html  

 

https://www.canada.ca/en/public-health/services/diseases/2019-novel-coronavirus-infection.html
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Source: https://www.covid-19canada.com 

 

 

https://www.covid-19canada.com/
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3.1. CANADA NEWS 

• Canada adds 2,695 new coronavirus infections as case count tops 225K 
• New BC health order limits number of guests allowed in private homes 
• No 'safe 6' in Fraser Health area as residents are asked to restrict gatherings to household members only 
• Surge of COVID-19 cases hammering Manitoba’s healthcare system 
• Canadian ICUs brace for COVID-19 resurgence on top of the flu 
• Tam says she’s encouraged by ‘smaller outbreaks’ in long-term care during 2nd wave 
• As the pandemic takes mental toll on Quebec students, teachers are trying new ways to keep them learning 
• Opioid deaths skyrocket, mental health suffers due to pandemic restrictions, new federal report says 

4. COVID-19 IN USA 

  

https://globalnews.ca/news/7428286/coronavirus-canada-oct-28/
https://bc.ctvnews.ca/new-health-order-limits-number-of-guests-allowed-in-private-homes-1.5161740
https://www.cbc.ca/news/canada/british-columbia/fraser-health-additional-rules-1.5779383
https://winnipeg.ctvnews.ca/surge-of-covid-19-cases-hammering-manitoba-s-healthcare-system-1.5164807
https://www.cbc.ca/news/health/covid-19-icu-canada-fall-1.5780468
https://globalnews.ca/video/7427666/coronavirus-tam-says-shes-encouraged-by-smaller-outbreaks-in-long-term-care-during-2nd-wave
https://www.cbc.ca/news/canada/montreal/quebec-teachers-innovate-during-covid-pandemic-1.5781167
https://www.cbc.ca/news/public-health-annual-report-opioid-deaths-skyrocket-1.5780129
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4.1. USA NEWS 

• 'There's no way to sugarcoat it': COVID-19 cases are surging; one American dies every 107 seconds 
• Wisconsin reports 3,800 new cases, 45 deaths and a record-high seven-day positivity rate of 27.2% 
• Dr. Anthony Fauci says U.S. is in a ‘bad position’ as daily coronavirus cases hit record highs 
• California projected an October surge in COVID-19 hospitalizations. It didn't happen 
• More than 40 states are reporting an increase in Covid-19 cases and many in the Midwest are seeing record 

hospitalizations 
• Younger patients, better treatment may be cause of COVID-19 death rate drop 
• COVID-19 concerns in a solid red state, voters divided on Trump presidency 
• US at 'critical point' as COVID-19 cases up nationwide 

https://www.usatoday.com/story/news/health/2020/10/28/covid-cases-us-sees-surge-americans-tire-pandemic/6052710002/
https://www.jsonline.com/story/news/2020/10/28/wisconsin-coronavirus-state-reports-3-815-new-cases-45-deaths/6059382002/
https://www.cnbc.com/2020/10/28/coronavirus-dr-fauci-says-us-is-in-a-bad-position-as-daily-cases-hit-record-highs.html
https://www.sfgate.com/coronavirus/article/California-COVID-hospitalization-projections-wrong-15681707.php
https://www.cnn.com/2020/10/29/health/us-coronavirus-thursday/index.html
https://www.cnn.com/2020/10/29/health/us-coronavirus-thursday/index.html
https://nypost.com/2020/10/28/age-better-treatments-may-be-cause-of-covid-19-death-rate-drop/
https://globalnews.ca/news/7428525/covid-19-concerns-trump-west-virginia/
https://www.cidrap.umn.edu/news-perspective/2020/10/us-critical-point-covid-19-cases-nationwide
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5. GLOBAL COMMON OPERATING PICTURE 
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6. LAW ENFORCEMENT AND CRIME REPORTING 

• Police Pin a Rise in Murders on an Unusual Suspect: Covid 
• Philadelphia sets citywide curfew to quell unrest after fatal shooting of Black man 
• 3 dead in 'terrorist' knife attack in French church, second beheading in two weeks 

7. TRAVEL 

•  Is it safe to travel for Thanksgiving? Here’s what health experts are doing for the holiday 
• United Airlines to offer free coronavirus testing for passengers on select routes  
• Boeing reports losses for 4th straight quarter amid COVID-19, grounded 737s  

8. SOLUTION AND RESPONSE EFFORTS 

• It may be time to reset expectations on when we’ll get a Covid-19 vaccine  
• Lilly Races Ahead on a Single-Antibody Covid-19 Treatment 
• A room, a bar and a classroom: how the coronavirus is spread through the air 

 

 

 

https://www.nytimes.com/2020/10/29/us/coronavirus-murders.html
https://uk.reuters.com/article/uk-global-race-usa-philadelphia/philadelphia-sets-citywide-curfew-amid-violent-protests-idUKKBN27D11X
https://www.usatoday.com/story/news/world/2020/10/29/french-church-knife-attack-terrorism-suspected-nice/6067023002/
https://bc.ctvnews.ca/covid-19-impact-on-flights-are-you-entitled-to-a-refund-for-cancellations-1.4901763
https://bc.ctvnews.ca/covid-19-impact-on-flights-are-you-entitled-to-a-refund-for-cancellations-1.4901763
https://www.washingtonpost.com/transportation/2020/10/29/coronavirus-thanksgiving-travel/
https://www.cnn.com/2020/10/29/business/united-airlines-covid-test/index.html
https://globalnews.ca/news/7428210/boeing-losses-layoffs/
https://www.statnews.com/2020/10/29/it-may-be-time-to-reset-expectations-on-when-well-get-a-covid-19-vaccine/
https://www.bloomberg.com/news/articles/2020-10-29/covid-pandemic-eli-lilly-lly-regeneron-regn-race-on-antibody-treatments
https://english.elpais.com/society/2020-10-28/a-room-a-bar-and-a-class-how-the-coronavirus-is-spread-through-the-air.html
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9. MEDICAL INFORMATION  

• More than 80% of COVID patients vitamin D deficient: study 
• Flu vaccine may lower risk for severe COVID-19, study suggests 
• U.S. to pay US$375m for Vancouver-linked COVID-19 therapeutic 

10. INTERNATIONAL DATA 

• Over 500,000 virus cases recorded worldwide in new single-day high 
• Slovak government tests the nation for COVID – as well as its patience  
• France, Germany face new round of coronavirus lockdowns as cases surge 
• Record 200 Days With No Local Case Makes Taiwan World’s Envy 
• Russia Sets Single-Day Records for Coronavirus Deaths and Infections 
• The outbreak is so bad in Belgium, some Covid-positive health workers are being asked to keep working 

11. ECONOMIC IMPACT  

• Dow sinks more than 900 points for its worst drop since June amid rising virus cases globally 
• U.S. economy expands at record 33.1% pace after COVID plunge 
• Bank of Canada says economy will likely be scarred by COVID-19 until 2023 
• 1,700 UK employers planned redundancies in September 
• 'I applied for around 90 jobs': unemployed and furloughed in a pandemic  

12. CYBER NEWS 

• Cybercrime booming during the pandemic 
• “Brazen” Russian ransomware hackers target hundreds of US hospitals 
• Iranian Hackers Target ‘High-Profile’ Conference Amid Rise In State-Sponsored Hacking 

 

 

End Report 

 
 
Please submit feedback to: 
 

 
Scott McGregor, CD, BCom 
Intelligence Manager  
Paladin Risk Solutions Inc.  
C. 604-910-7781  
smcgregor@paladinrisksolutions.com 

https://www.healthing.ca/diseases-and-conditions/coronavirus/study-more-than-80-of-covid-19-patients-are-vitamin-d-deficient
https://www.upi.com/Health_News/2020/10/28/Flu-vaccine-may-lower-risk-for-severe-COVID-19-study-suggests/9761603912246/
https://biv.com/article/2020/10/us-pay-us375m-vancouver-linked-covid-19-therapeutic
https://www.timesofisrael.com/over-500000-virus-cases-recorded-worldwide-in-new-single-day-high/
https://balkaninsight.com/2020/10/28/slovak-government-tests-the-nation-for-covid-as-well-as-its-patience/
https://globalnews.ca/news/7429087/europe-us-coronavirus-lockdown/
https://www.bloomberg.com/news/articles/2020-10-29/this-place-hasn-t-had-a-local-coronavirus-case-in-200-days?utm_source=facebook&utm_content=business&utm_medium=social&utm_campaign=socialflow-organic&cmpid=socialflow-facebook-business&fbclid=IwAR2s10MI1aTCTfhO0JQo3uixfJyDOhTKewjPHzmbUti0ZD2Yx3iNLfnb65Q&fbclid=IwAR3qQeLZiYmoo9j8c2MtODSE1pIbyYwmxPk5CqUgR9gXJrmnP7vkKk2kFyM
https://www.themoscowtimes.com/2020/10/29/russia-sets-single-day-records-for-coronavirus-deaths-and-infections-a71895
https://edition.cnn.com/2020/10/27/europe/belgium-coronavirus-hospitals-intl/index.html
https://www.cnbc.com/2020/10/27/stock-market-futures-open-to-close-news.html
https://www.bnnbloomberg.ca/u-s-economy-expands-at-record-33-1-pace-after-covid-plunge-1.1514781
https://www.cbc.ca/news/business/bank-canada-economy-covid-19-1.5780703
https://www.bbc.com/news/business-54620758
https://www.theguardian.com/world/2020/oct/29/you-cannot-sleep-at-night-unemployed-and-furloughed-in-a-covid-pandemic
https://bc.ctvnews.ca/cybercrime-booming-during-the-pandemic-1.5154896
https://arstechnica.com/information-technology/2020/10/us-government-warns-of-imminent-ransomware-attacks-against-hospitals/
https://www.forbes.com/sites/simonchandler/2020/10/29/iranian-hackers-target-high-profile-conference-amid-rise-in-state-sponsored-hacking/#7b1b9e7c6f4a
mailto:smcgregor@paladinrisksolutions.com
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13. APPENDIX A – Canadian Tracking Information 

 

 
Source: https://www.covid-19canada.com/graphs 

 

https://www.covid-19canada.com/graphs
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14. APPENDIX B – Phase 1 to 3: Progression on Managing COVID-19 Pandemic 

 

 

 
Source: https://www.oliverwyman.com/our-expertise/insights/2020/apr/getting-back-to-work-responsibly.html 

 
 
 

https://www.oliverwyman.com/our-expertise/insights/2020/apr/getting-back-to-work-responsibly.html
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15. PALADIN RISK SOLUTIONS - SERVICES 
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